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openSUSE Leap — 3T0 cBOOOAHAaA omneparoHHasA cucTeMa Ha 6ase Linux
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MpUMeYaHus K BbINycKy



[TpuMeuaHus K BBIIYCKY IOCTOSSHHO AopabaTeiBaloTcA. UTOOB! y3HATh O OC/IeAHUX OOHOBJIEHU-
AX, IOCMOTpUTE OHJIANH-BEPCHIO 10 afipecy https://doc.opensuse.org/release-notes 2. AHrIMN-
CKHI1 TEKCT MPUMeYaHUM K BHIIIYCKy OOHOBJIAETCA cpa3y 1o Mepe HeobxogumocTu. [lepeBogHbIe

BEPCHU MOT'YT 3ama3bIBaTh.

Ecau BBl 00HOBJIseTEeCh € OoJiee cTapoll Bepcru 10 3Toro Beimycka openSUSE Leap, cM. npefsl-

Aylre puMevaHus 34ech: https://en.opensuse.org/openSUSE:Release_Notes 4.
HWudopmalusa o nmpoekTe NOCTYIHA 0 aapecy https://www.opensuse.org .

s coobieHnil 06 ommbKax B 3TOM BhITycKe KcnoJib3yiite openSUSE Bugzilla. Bosibiie cBefe-

HUI MOXXHO HaWTH o aapecy https://en.opensuse.org/Submitting_Bug_Reports 4.

Major new features of openSUSE Leap 15.3 are also listed at https://en.opensuse.org/

Features_15.34.

1T YcTaHoOBKa

JlaHHBIN pasfen cofiepXkuT uHdopMaIuio 1o ycraHoBke. ITogpoOHbIe MHCTPYKIUKM 110 OOHOB-
JIeHVI0 TIpUBeJeHbl B JOKyMeHTauu Ha https://doc.opensuse.org/documentation/leap/startup/

html/book.opensuse.startup/part-basics.html .

1.1 Using atomic updates with the system role Transactional Server

The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.3 also work with the

system role Transactional Server.

@ MpumeuaHue: Incompatible packages

HekoTopsle nmakeTsl M3MEHAIT coAepxumMoe /var win /srv B cBoux RPM-makpocax

%spost. JTU makeThl HECOBMeCTHUMEI. Ecjiu Bbl 06HaPY)KI/ITe Takou I[IaKeT, OTIIpaBbTE CO-

obieHue 06 omuoKe.
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HJ'[H MMpeaoCTaBJIE€HNA 3TUX BO3MOXHOCTeH cricTeMa OOHOBJIEHUH IToJIaraeTcs Ha:

® CHumKuM btrfs. Tlepep 3amyckoM OOHOBJIEHUA CUCTEMBI CO30AETCA HOBBIM CHUMOK KOpHe-
BOU (aiyioBoli cucteMsl. [Tocsie 3TOro Bce OOHOBJIEHMs YCTAaHABJIMBAIOTCA HA 3TOT CHU-
MOK. YTOOHI 3aBepmIUTh OOHOBJIEHNE, Iepe3anyCTUuTe CUCTEMY C HOBOTO CHUMKA.

YToObl OTKATUTD O6HOBJ'I€HI/Ie, IMPOCTO 3arpy3uTech C npeanAymero CHMMKaA.

® KopHeBas daninoBas cuctema ToNbKo ANA UTeHA. Bo nzbexaHue npobjieM U OTeph JaH-
HBIX, CBAI3aHHBIX C OOHOBJIEHUAMU, KOPHeBas (aiijioBas cucTeMa J0JDKHA ObITh HeJOCTYII-
Ha [J14 3alKcy BO BCeX OCTAJIbHBIX c/Iydyasx. [I0aToMy BO BpeMs HOpMaJibHOI pabOThl KOp-
HEeBOU pasfiesl MOHTHUPYETCA TOJIBKO JJIA YTeHUA.
Yto6bl 3TOT NOAX0[d paboTajl, HyXHbI IBa JIOMOJHUTEIbHBIX 3MeHeHus B (PaliioBol cu-
cTeMe: 4TOOBI TIO3BOJIUTH 3AMKCh M0JIb30BATEIbCKUX KOHPUIrypanuil B /etc, 3TOT KaTajior
aBTOMAaTM4eCKU HAaCTPOEH Ha mcnosib3oBanue OverlayFS. /var Temepb OTAesbHBIN MOA-

TOM C IIpaBOM 3aIlncCu AJIA IIponecCoB.

o BaxxHo: Transactional Server needs at least 12 GB of disk space

CucremHom posiu Cepgep mpaH3akyuii TpebyeTcsa AUCK pa3MepoMm He MeHee 12 I'B aja

pa3MeleHus CHUMKOB btrfs.

[Ipu paboTe ¢ TpaH3aKLUOHHBIMU OOHOBJIEHUAMHU BCerga HCHIOJb3YUTEe KOMaHOY

transactional-update BmecTo YaST u Zypper aJis io6oro ynpasienus [10:

® O6HOBUTH cucTeMy: transactional-update up

® VcraHoBUTH nakeT: transactional-update pkg in /VMS [IAKETA

® Vnanuth makeT: transactional-update pkg rm /M5 [TAKETA

e Jlna oTKara K IMocjieJHeMy CHUMKY yOequTech, UTO CUCTEMA 3arpyXeHa Cco CJIEQYIIIero

3a HUM CHMMKa U 3anyctute: transactional-update rollback

HpI/I XKeJIaHU YKaxunuTe I/I,Z[EHTI/I('I)I/IKaTOP CHMMKA B KOHII€ KOMaH/bI, YTOOBI OTKATUTHCA

Ha OHpeI[eﬂéHHbeI CHHMOK.
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[Tpu ncnosp30BaHUM JAHHOU CUCTEMHOM POJIM COTJIACHO HacTpOIMKaM [0 YMOJTYaHHUIO cCTeMa
Oy[eT BBIIIOJIHATH eXeJHeBHOe 00HOBJIeHNe U niepe3arpy3ky Mexay 03:30 u 05:00 ytpa. O6a atu
JIeFICTBUSA HACTPOEHHI yepes systemd v mpyt HEOGXOAUMOCTH MOT'YT ObITh OTKJTIOUEHBI C IIOMOIITBIO

systemctl:

systemctl disable --now transactional-update.timer rebootmgr.service

[MogpobHee O TpaH3aKIMOHHBIX OOHOBJIEHUAX uuTaniTte B Osore openSUSE Kubic: https://
kubic.opensuse.org/blog/2018-04-04-transactionalupdates/ 2 u  https://kubic.opensuse.org/
blog/2018-04-20-transactionalupdates2/a.

1.2 Installing on hard disks with less than 12 GB of capacity

YcTaHOBIIMK NPEJIOKUT CXeMY PasMeTKH, TOJIBKO eCJIU JOCTYIIHBINA JUCK UMeeT pa3Mep OoJiee
12 I'B. Ecsu BBl, HanpuMep, yCTaHABJIMBAaeTe OUYeHb MaJieHbKre 00pa3bl BUPTYaJIbHBIX MAllKH,

HCIIOJIb3YHTE Pa3MeTKy ¢ MOACKAa3KaMHU JJIs HACTPOUKHU IMapaMeTPOB BPYUYHYIO.

1.3 UEFI — eaviHbIn iHTepdenc EFI

[Mepen ycranoBkoii openSUSE Ha cucrteMmy, 3arpyxatomiyocs ¢ momombio UEFI (Unified
Extensible Firmware Interface), Bam HacTOATEIbHO PEKOMEHIYETCS IPOBEPUTD HAJTMYKE OOHOB-
JIeHUH MPOIIVBKY, peKOMEHOBAaHHBIX IPOM3BOAUTENIEM, U B CJIyYae UX CyI[eCTBOBAHUS yCTa-
HOBUTH Takue oOHOBJIeHUA. [IpeaycranoBienHas Windows 8 min Gosiee HOBas ABJIAETCA Bep-

HBIM IPU3HAKOM TOTI'0, YTO Ballla cucrema ucrosb3yer UEFL.

Ob6ocHoganue: Hexotopeie npomuBku UEFI comepxatr ommOku, npuBoAsle K cO600 B ciiyyae
3anucy CJIMIIKOM 00JIbIIOro o0béMa AaHHBIX B 00s1acTh xpaHeHuA UEFI. UTo xapakTepHO, HUKTO

TOYHO He 3HAeT, HACKOJIbKO «0O0JIbIIONY 060bEM MPUBOAUT K TaKOMY cOOI0.

openSUSE MUHUMU3UPYET 3TOT PUCK, 3allMChiBasi MUHUMAJIbHBI 00BbEM JaHHBIX, HEOOXOAVMMBIX
A 3arpysku OC. ITog MuHUMaJIbHBEIM [TOHMMAaeTcs ykaszaHue npourske UEF]I Ha pacriosioxe-
Hue 3arpy3uuka openSUSE. CrnenuasibHble BO3MOXXHOCTHU Afpa Linux, ucnosb3yomue 061acTh
xpaHeHus UEFI ajia cBegeHuii o 3arpy3kax u ¢6osx (pstore ), o ymos4aHHIO OTKJIIOUeHBI. Tem
He MeHee, peKOMEeHyeTCs YCTAaHOBUTh BCe PEKOMEHOBaHHbIE POU3BOAUTESIEM OOHOBJICHUA

IIPOIINBKU.
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1.4 UEFI, GPT, and MS-DQOS partitions

BMmecrte co cnenudukaiueii EFI/UEFI npumeHsercs HOBBHIM crnocob pasmetku: GPT (GUID
Partition Table). OH ucnosb3yeT rj106ajbHO YHUKAJIbHBIE UAeHTUGUKATOPH (128-6uTHbIE 3HA-

4YeHN:A B Byjie 32 mecTHAI[aTepUYHBIX [UdP) Ui onpesiesieHNs yCTPONCTB 1 TUIIOB Pa3/ieJioB.

Kpowme storo, cnenupukanua UEFI paspelaeT ucCloJib30BaHUE yCTapeBIINX pasfesoB MBR
(MS-DOS). 3arpy3umku Linux (ELILO wym GRUB2) meiTatoTcsi aBToMaTtuuecku co3nath GUID
JJIA TaKUX pas3ZiesioB U COXpPaHUTh M3MeHeHUsA B npolnnske. Takue GUID moryTt yacto musme-
HATBHCA, UTO IPUBOAUT K Iepe3anucu JaHHbIX TpoMKnBKU. [lepe3aniich COCTOUT U3 ABYX Pa3HbIX

JelCTBUI: yAaJleHUsA CTapol 3alicy U CO3aHKsA HOBOM 3alKcy HA 3aMeHy CTapoi.

B coBpeMeHHBIX NPOMIMBKAaxX eCTh COOPIIUK Mycopa, coOMpalomuil y1anéHHble 3alcu U 0CBO-
60X TaI0MINI TAMATh, 3ape3epBUPOBAHHYIO IO cTaphle 3anucu. [Ipo6eMa BO3HUKAET B CJIyvae,
KOrJ]a TJIFOYHAs MPOIIMBKA He 0CBOOOXAAeT TaKue 3alKCH; 3TO MOXeT IMPUBECTU K HEBO3MOX-

HOCTH 3arpy3Kuv CHCTEMBI.

YtoO6el 0601TH 3Ty ITpoOIEeMy, CKOHBepTUPYyUTe ycrapeBmnii pasges MBR B HoBbl GPT.

2 System upgrade

B saTom pa3aeJie nepevyrcyi€eHbl 3aMedYaHnsA, CBA3aHHbIE C OOHOBJIEHMEM CHCTEMBI. I'Io,upo6H1>1e

WHCTPYKIMU IO OOHOBJIEHUIO MPUBEJIeHB B JOKYMEHTAIUU 110 aJipecy:

® https://en.opensuse.org/SDB:System_upgrade @

® https://doc.opensuse.org/documentation/leap/startup/html/book.opensuse.startup/cha-

update-osuse.html| 2

Additionally, check Pazden 3, «<Removed and deprecated packages and features».

3 Removed and deprecated packages and features

3.1 Deprecated packages and features

YcTapeBine nakeTsl o-IpeXxXHeMy ITOCTaBJIAITCA KaK YacTh JUCTPUOYTHUBA, HO OYOyT yaaIeHbl
B ciaenytoieii Bepcuu openSUSE Leap. OHU CylIecTBYIOT AJis O0JierieHuss MUTpAIlUM, HO UX

HCII0JIb30BaHME HE PEKOMEHAYETCA U AJId HUX MOT'YyT OTCYTCTBOBATh OOHOBJIEHU .
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YToOnl NpoBEpUTh, UMEIOT JIN IIOAAECPXKY YCTAHOBJIEHHBIE I1aKEThI, YGC,E[I/ITCCI) 4YTO YCTaHOBJICH

lifecycle-data-openSUSE, a 3aTeM UCIOJIb3YiTE KOMAHOY:

zypper lifecycle

3.2 Removed packages and features

YanéHHble akeTHl 6oJiee He OCTaBJIAIOTCA KAk 4acTh AUCTPUOYTHBA.

¢ libqt4 and kdelibs4 have been removed because they were unmaintained and had

security issues. For more information, see Pasdes 5.1, «KDE 4 and Qt4 have been removed».

4 Drivers and hardware

4.1 Secure Boot: third-party drivers need to be properly signed

openSUSE Leap 15.2 and later enable a kernel module signature check for third-party drivers

(CONFIG_MODULE SIG=y). This is an important security measure to avoid untrusted code

running in the kernel.

This may prevent third-party kernel modules from being loaded if UEFI Secure Boot is enabled.
Kernel Module Packages (KMPs) from the official openSUSE repositories are not affected,
because the modules they contain are signed with the openSUSE key. The signature check has

the following behavior:

¢ Kernel modules that are unsigned or signed with a key that is either known as untrusted

or cannot be verified against the system's trusted key data base will be blocked.

It is possible to generate a custom certificate, enroll it into the system's Machine Owner Key
(MOK) data base, and sign locally compiled kernel modules with this certificate's key. Modules
signed in this manner will neither be blocked nor cause warnings. See https://en.opensuse.org/
openSUSE:UEFI <.

Since this also affects NVIDIA graphics drivers, we addressed this in our official packages for
openSUSE. However, you need to manually enroll a new MOK key after installation to make
the new packages work. For instructions how to install the drivers and enroll the MOK key, see

https://en.opensuse.org/SDB:NVIDIA_drivers#Secureboot .
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5 Pabounin cton

This section lists desktop issues and changes in openSUSE Leap 15.3.

5.1 KDE 4 and Qt4 have been removed

KDE 4 packages are no longer part of openSUSE Leap 15.3. Update your system to Plasma 5 and
Qt 5. Some Qt 4 packages may still remain for compatibility reasons. For more information, see

https://bugzilla.opensuse.org/show_bug.cgi?id=1179613 A.

6 More information and feedback

Yurate ¢aitsiel README Ha yCTaHOBOYHOM HOCHUTEJIE.

[TpocMoTpeTs MOAPOOHBIN XKypHAJI U3MEHEeHUI KOHKPEeTHOro nakera u3 ero RPM:
rpm --changelog -qp MMS_QAMJIA. rpm
3amenute MMA_OAWIA ua s nakera RPM.

¢ XpOHOJIOTMYEeCKUI )KypHaJl BceX 3MeHeHN B OOHOBJIEHHBIX NTaKeTax MpUBEIEH B (aiiie

ChangelLog Ha BepxHEM ypOBHE JIMCKa.
¢ BoJbllle cBeJeHUH Bhl HAlEéTe B KaTajore docu Ha JHCKe.
® JlonoJyHUTeJIbHAsA ¥ OOHOBJIEHHAA JOKYMEHTalusA 1o ajgpecy https://doc.opensuse.org/ 4.

® [Tocnennue HoBocTH OT openSUSE 1o agpecy https://www.opensuse.org 7.

Astopckue npasa © SUSE LLC
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