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This is the initial version of the release notes for the forthcoming openSUSE Leap 15.4.
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Report all bugs you encounter using this prerelease of openSUSE Leap 15.4 in the openSUSE
Bugzilla. For more information, see https://en.opensuse.org/Submitting_Bug_Reports 2. If you
would like to see anything added to the release notes, file a bug report against the component

“Release Notes”.
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The installer supports the system role Transactional Server. This system role features an update
system that applies updates atomically (as a single operation) and makes them easy to revert
should that become necessary. These features are based on the package management tools that
all other SUSE and openSUSE distributions also rely on. This means that the vast majority of
RPM packages that work with other system roles of openSUSE Leap 15.4 also work with the
system role Transactional Server.
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When using this system role, by default, the system will perform a daily update and reboot
between 03:30 am and 05:00 am. Both of these actions are systemd-based and if necessary can
be disabled using systemctl:

systemctl disable --now transactional-update.timer rebootmgr.service

For more information about transactional updates, see the openSUSE Kubic blog posts https://
kubic.opensuse.org/blog/2018-04-04-transactionalupdates/# and https://kubic.opensuse.org/
blog/2018-04-20-transactionalupdates2/ 4.

1.2 Installing on Hard Disks With Less Than 12 GB of Capacity

The installer will only propose a partitioning scheme if the available hard disk size is larger than
12 GB. If you want to set up, for example, very small virtual machines images, use the guided

partitioner to tune partitioning parameters manually.
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Prior to installing openSUSE on a system that boots using UEFI (Unified Extensible Firmware
Interface), you are urgently advised to check for any firmware updates the hardware vendor
recommends and, if available, to install such an update. A pre-installation of Windows 8 or later
is a strong indication that your system boots using UEFIL.
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This section lists notes related to upgrading the system. For supported scenarios and detailed

upgrade instructions, see the documentation at:

® https://en.opensuse.org/SDB:System_upgrade @

® https://doc.opensuse.org/documentation/leap/startup/html/book-startup/cha-update-

osuse.html|#

Additionally, check 3 ####, “Packaging Changes” .

3 Packaging Changes

3.1 Deprecated Packages

Deprecated packages are still shipped as part of the distribution but are scheduled to be removed
the next version of openSUSE Leap. These packages exist to aid migration, but their use is

discouraged and they may not receive updates.
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To check whether installed packages are no longer maintained, make sure that the lifecycle-

data-openSUSE package is installed, then use the command:

zypper lifecycle

3.2 Removed Packages

Removed packages are not shipped as part of the distribution anymore.

python2: Python 2 reached EOL and will no longer be part of distribution. For more

information, see https://code.opensuse.org/leap/features/issue/15 4.

¢ cloud-init-vmware-guestinfo: Package does not work with cloud-init version 21.2

and later versions. In cloud-init 21.4 there is a new data source that replaces it.

e digikam: Digikam is no longer available on ppc64le as libqt5-qtwebkit was dropped.

Package will be provided only for x86_64, aarch64, and armv7 architectures.

® chessx: Removed because of a startup issue and problems with upstream. For more

information, see https://bugzilla.opensuse.org/show_bug.cgi?id=1192907 4.

¢ gap: Removed because the package is not FHS-compliant. For more information, see
https://code.opensuse.org/leap/features/issue/24 A,

¢ tensorflow: Removed because the package Tensorflow 1.x is deprecated, package

tensorflow2 should be used instead.

4 Drivers and Hardware

4.1 Secure Boot: Third-Party Drivers Need to Be Properly Signed

Starting with openSUSE Leap 15.2, kernel module signature check for third-party drivers
(CONFIG_MODULE SIG=y) is now enabled. This is an important security measure to avoid

untrusted code running in the kernel.
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This may prevent third-party kernel modules from being loaded if UEFI Secure Boot is enabled.
Kernel Module Packages (KMPs) from the official openSUSE repositories are not affected,
because the modules they contain are signed with the openSUSE key. The signature check has

the following behavior:

¢ Kernel modules that are unsigned or signed with a key that is either known as untrusted

or cannot be verified against the system's trusted key data base will be blocked.

It is possible to generate a custom certificate, enroll it into the system's Machine Owner Key
(MOK) data base, and sign locally compiled kernel modules with this certificate's key. Modules
signed in this manner will neither be blocked nor cause warnings. See https://en.opensuse.org/
openSUSE:UEFI <.

Since this also affects NVIDIA graphics drivers, we addressed this in our official packages for
openSUSE. However, you need to manually enroll a new MOK key after installation to make
the new packages work. For instructions how to install the drivers and enroll the MOK key, see

https://en.opensuse.org/SDB:NVIDIA_drivers#Secureboot #.

4.2 Network install image hangs on boot on Raspberry Pi 4

Booting the network install image from USB stick on Raspberry Pi 4 hangs on boot.
To resolve this issue, add the console=tty boot parameter. See details in the known
issues section of our Raspberry Pi 4 Hardware Compatibility List (https://en.opensuse.org/

HCL:Raspberry_Pi4#Boot_from_USB_in_Net_install_image_of_Leap_15.4_hangs_on_boot) <.

5 Desktop

This section lists desktop issues and changes in openSUSE Leap 15.4.

5.1 KDE 4 and Qt 4 removal

KDE 4 packages will not be part of openSUSE Leap 15.4. Please update your system to Plasma
5 and Qt 5. Some of Qt 4 packages might still remain for compatability reasons. https://
bugzilla.opensuse.org/show_bug.cgi?id=1179613 4.
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6 Gesre

6.1 1iotop support

iotop does not display values for SWAPIN and IO %.

Since Linux kernel 5.14, either kernel boot parameter delayacct needs to be specified or

kernel.task delayacct sysctl needs to be enabled.
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